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MiCAR: Safeguarding Digital Assets – An overview of what Trusts and Estate Practitioners need to know about the EU’s Crypto Asset Regulation 
Introduction
The Markets in Crypto-assets regulation (MiCAR) is set to become a cornerstone of the EU's regulatory framework for digital assets. By introducing a harmonized set of rules, MiCAR aims to provide clarity and consistency across member states, replacing the fragmented regulatory landscape, where individual member States had their own set of rules. 
Scope of MiCAR
Who does MiCAR apply to?
MiCAR applies basically to two categories of persons: on the one hand to persons that are engaged in the issuance of a crypto asset, offer the asset to the public or seek the admission of such crypto asset to a trading platform and on the other hand to crypto assets service providers (CASPs) who provide one or more crypto asset services to third parties on a professional basis 
What types of crypto assets are in the scope of MiCAR?
MiCAR applies with respect to “crypto assets” which are defined very broadly as a “digital representation of a value or a right that uses cryptography for security and is in the form of a coin or a token or any other digital medium which may be transferred and stored electronically, using distributed ledger technology or similar technology (Art 3(1)(5) MiCAR). This definition is very broad and is aimed at capturing not only cryptocurrencies, such as Bitcoin and Ethereum, but also stablecoins and utility tokens. 
Crypto assets which qualify as financial instruments for the purpose of the Markets in financial instruments Directive and security tokens which would qualify as transferable securities are not within the scope of MiCAR. Also excluded are unique and non-fungible tokens (NFTs) unless they replicate a financial instrument or where the issuer creates a “collection” of assets for purchase. Thus, whether NFTs are covered must be assessed on a case-by-case basis. 
Finally, MiCAR does not apply to central bank digital currencies (CBDCs) issued by the European Central Bank and digital assets issued by national central banks. 
Requirements for Issuers of Crypto-Assets (Excluding Stablecoins) under MiCAR
White Paper
MiCAR creates a basic regime for all issuers of crypto assets and imposes additional or different obligations on issuers of asset-referenced tokens or issuers of e-money tokens.
 Under the basic rules any issuer of crypto asset is required to publish a white paper in respect of the relevant crypto asset. The white paper should:
· Include a short summary;
· Outline main information about the offeror;
· Describe the project, terms and conditions, environmental impacts;
· Describe the rights attached to the crypto-asset and the key risks.
Unlike security prospectus, a white paper under MiCAR will not require mandatory approval by the relevant competent national authority prior to publication. Issuers will only be required to send a mandatory notification to the competent authority at least 20 days before publishing the white paper. If there are no objections by the national competent authority, issuers located in one EU Member State will be able to offer crypto assets to investors across the EU without further notification to other national competent authorities in other EU Member States.   
The public offering to fewer than 150 persons per member state, the public offer of crypto assets whose total consideration does not exceed EUR 1 million over the last 12 months as well as offers solely addressed to qualified investors are exempt from the publishing of a white paper. 
Liability and Withdrawal Right 
Issuers are liable for incomplete or misleading information in the White Paper. Retail investors benefit from a special withdrawal right. 
Requirements for issuers of stablecoins
In addition to the basic regime for issuers of crypto assets, issuers of stablecoins (assets-referenced tokens or e-money tokens) are subject to additional regulatory requirements aimed at ensuring proper regulation and additional supervision. 
Stablecoins are referred to in MiCAR as crypto assets whose aim is to maintain a stable value in relation to an official currency of a country, such as to the US Dollar or to the EUR, or to one or several assets. Without going into too many details, the issuer of stablecoins needs an authorization/license from one national competent authority in the EU in order to offer stablecoins in the EU or to be admitted to trading on a crypto platform in the EU. The regime also provides for some exemption. 
Please note that the issuance of e-money tokens, basically a representation of fiat currency (e.g. US dollar, EUR or Yen) used for electronic payments (where the value is secured by the value of fiat currency that is a legal tender), is only permitted for EU credit institutions and for electronic money institutions authorized under the E-money Directive. 
Finally, if stablecoins are categorized as significant, meaning that they can be used by a large number of holders and thereby able to raise specific challenges in terms of financial stability, issuers have to fulfill additional (stricter) requirements and will be supervised by the European Banking Authority (EBA). 
Impact of MiCAR on Crypto Asset Service Providers (CASPs)  
Besides the rules about the issuance of crypto assets, one of the fundamental principles of the MiCA regulation is the introduction of a harmonized prudential and business conduct framework that applies to crypto asset service providers (CASPs). The implosion of one of the largest crypto-exchanges, FTX, and the collapse of Terra/Luna highlight the need for a set of clear rules applicable to crypto service providers. 
CASPs are defined as legal persons (and other undertakings) whose business is to provide one or more crypto asset services to clients on a professional basis, where crypto asset services include services such as: 
· The custody and administration of crypto assets on behalf of third parties.
· The operation of a trading platform that exchange crypto assets into fiat or into other crypto assets.
· The execution of orders for crypto assets on behalf of third parties.
· Providing transfer services for crypto assets from one wallet to another on behalf of clients.
· Providing advice on crypto assets. 
Generally, a CASP, who renders one or more crypto currency services in the EU needs a registered office, a place of effective management and at least one director in the EU. In addition, the CASP needs an authorization/license by his home Member State. Based on a single license obtained in the home Member State, CASPs are able to provide services across the EU in accordance with the so called European “passporting” mechanism. 
Please note that authorized credit institutions and other investment firms authorized under the Markets in Financial Instruments Directive (MiFID) may provide crypto asset related services without having to obtain an additional authorization. 
Besides an authorization/license crypto asset service providers must comply with ongoing governance and conduct obligations. Thus, CASP will have to comply with detailed requirements in respect of its governance arrangements and risk management. CASPs are required to monitor, and disclose conflict of interest, and have in place internal know-your customer policies. In addition, CASPs have to maintain prudential safeguards, either in the form of their own funds or by taking out insurance. Like the conduct of business rules under MiFID, CASPs under MiCAR are obliged to act honestly, fairly and professionally in the best interest of the client. 
Specific requirements for specific crypto asset services
For some specific crypto asset services, such as the operation of trading platforms for crypto assets, the provision of advice on crypto assets and the custody and administration of crypto assets on behalf of third parties, MiCAR introduces even stricter requirements in order to safeguard customers' crypto assets. Thus, for example CASPs who provide custodial services must strictly segregate the holding of crypto for their clients from their own holdings and describe in detail their security systems in place in order to protect the crypto from being lost. 
In addition, MiCAR introduces specific liability requirements for custodians of crypto assets in relation to losses. In cases where the loss of crypto is attributable to the provision of the services or its operation, the CASP is liable up to the market value of the lost crypto at the time of the loss.  
Application and Implementation of MiCAR
MiCAR is set to take effect in two phases: rules for the issuance and offers of crypto assets to the public will apply from June 2024, while the rest of the provisions will be effective from December 2024.
Authorized financial institutions
Due to the fact that the requirements that will apply to CASPs are rather less onerous than the ones that apply to regulated financial institutions in the EU, such as authorized credit institutions or authorized financial institutions like MiFID II investment firms, MiCAR provides for an equivalence regime that allows certain regulated institutions to provide crypto asset services based on existing licenses with a mere notification procedure to the competent authorities instead of a full-fledged license requirement under MiCAR. 
Authorized CASPs under national law
Bearing in mind that some EU member States already have national regulatory frameworks regulating the crypto industry (for example Germany) in place, the new framework leaves a possibility for Member States to apply a simplified procedure for authorization if the CASP has already a license under national law. Germany is one example for having such a simplified procedure.  
In addition, according to a grandfathering provision in the MiCA regulation Member States may allow that CASPs operate under their existing license for up to 18 months after MiCAR became effective in June 2023 or until they obtain a new MiCAR license (whichever is sooner).  As a result, Germany allows that CASPs under national German law can continue to operate based on their existing license until December 2025. 
New unregulated CASPs will have to apply for a license under MiCAR in order to start providing crypto services in the EU. 
Non-EU firms – Reverse Solicitation
Persons or entities located in non-EU jurisdictions (e.g. in the US or UK) and wishing to actively promote and/or advertise their services to clients in the EU will have to obtain full authorization. There is a very narrow exception for reverse solicitation where non-EU firms may provide crypto asset services (without license) to an EU Customer on the exclusive initiative of this customer. 
Conclusion
MiCAR positions the EU as the leading jurisdiction with a comprehensive regulatory framework for crypto assets. With a single market of nearly 450 million people and clear rules for crypto operators, the EU is set to attract firms seeking to engage in the provision of crypto asset services on an international level. MiCAR not only enhances investor protection and market stability but also fosters innovation and growth in the digital finance sector.
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